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UNIVERSITY OF NAIROBI 

Department of Computing & Informatics 
 

CSC452 – Information Systems Control and Audit 
 

Purpose: To introduce to the learners the concepts of controls, auditing and assurance of information 

systems in organizations and gain skills on how to plan and carry out an audit of information systems to 

ensure compliance. 

 

Expected Learning Outcomes 
At the end of the course, learners should be able to: 

1. Explain the importance of IS Audit, Control and Assurance in an organization  

2. Develop an Audit and Assurance Programme 

3. Demonstrate how to manage the IS auditing process 

4. Apply IS audit tools and skills to secure and protect the information assets of an organization 

5. Perform an IS Audit in accordance with information systems audit standards, guidelines and best 

practices. 

 

Delivery Methodology 

● Lectures 

● Case Studies 

● Group Based Learning 

 

Course Content 

Part I: Foundation for IT Audit 

1. IT Environment and IT Audit 

▪ To discuss how technology is constantly evolving and shaping today’s IT environments.  

▪ To explain the IT audit profession, roles of the IT auditor, and career opportunities. 

2. Legal Environment Relevant to IT 

▪ To describe legislation relevant to IT auditors and its impact on the IT field.  

▪ To develop audit plans and procedures that assist organizations to comply with relevant 

laws and regulations. 

3. IT Audit Process 

▪ To explain the IT audit process and the various phases of an IT audit engagement. 

▪ To develop relevant and practical documentation to perform IT audit work.  
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4. Tools and Techniques used in Auditing IT 

▪ To support the role and significance of tools and computer-assisted audit techniques 

(CAATs) when performing audit work.  

▪ To design audit plans that ensure adequate use of tools and technologies when 

delivering audit work. 

 

Part II: Planning and Organization 

5. IT Governance and Strategy 

▪ To demonstrate the significance of aligning IT plans, objectives, and strategies with the 

business (IT governance). 

▪ To explain the significance of Control Objectives for Information and Related Technology 

(COBIT), 

6. Risk Management 

▪ To explain risk management, particularly the Enterprise Risk Management Framework.  

▪ To describe risk assessments, and how they form the first step in the risk management 

methodology. 

7. Project Management 

▪ To discuss the role of the IT auditor in project management. 

8. System Development Life Cycle  

▪ To outline the IT auditor’s involvement in the system development life cycle (SDLC). 

▪ To develop relevant audit programs listing risks related to SDLC and IT controls and 

procedures needed to mitigate those risks. 

 

Part III: Auditing IT Environment  

9. Application Systems: Risks and Controls 

▪ To discuss risks associated with common types of application systems, as well as 

application controls and how they are used to safeguard the input, processing, and 

output of information.  

▪ To discuss the IT auditor’s involvement in an examination of application systems.  

▪ To develop relevant and practical documentation to perform IT audit work. 
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10. Change Control Management  

▪ To establish the significance of a change control management process.  

▪ To illustrate the audit involvement in a change control management examination.  

▪ To perform change control management, form an understanding of the IT environment 

through formally communicating audit results to management. 

11. Information Systems Operations 

▪ To demonstrate the importance for organizations of having implemented policies, 

procedures, and adequate controls related to IS operations to ensure completeness, 

accuracy, and validity of information.  

▪ To describe the audit involvement in an examination of an organization’s IS operations.  

▪ To design and prepare relevant and practical documentation when performing IT audit.  

12. Information Security 

▪ To support the importance of protecting information against security threats and risks, 

and implementing effective information security policies, procedures, and controls to 

ensure the integrity of information.  

▪ To describe audit involvement in an information security examination. 

13. Systems Acquisition, Service Management and Outsourcing   

▪ To discuss how IT services should be defined to meet organizational objectives. 

▪ To discuss how to measure performance of outsourced IT services. 
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Schedule 

Week Topic 

1 IT Environment and IT Audit  

Introduction of Group Projects 

2 The Legal Environment and its Impact on IT 

3 IT Audit Process 

Tools and Techniques used in Auditing IT 

4 Project Presentation 

5 IT Governance and Strategy 

6 Risk Management 

7 Project Management 

System Development Life Cycle 

Application Systems: Risks and Controls 

8 Project Presentation 

9 Change Control Management 

Information Systems Operations 

10 Project Presentation 

11 Information Security 

Systems Acquisition, Service Management, and Outsourcing 

12 Project Presentation 

13 Project Presentation 

14&15 University Exams 

 

Instructional Materials 

● Electronic copies of textbooks 

● Key Standards and Guidelines: COBIT, ITIL, ISACA, NIST, ISO  

● Google Classroom/E-Class 

● PPTs 

 

Course Evaluation 

The course will be assessed by group projects (50%) and a 2-hour written exam (50%).  

Grading 

A  70% - 100% 

B  60% - 69% 

C  50% - 59% 

D  40% - 49% 

F  below 40%

Degree Classification based on Yr 3 and Yr 4 

First Class  70% - 100% 

Upper Second Class 60% - 69% 

Lower Second Class 50% - 59% 

Pass    40% - 49
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Core Reading Materials 

a) Angel Otero, (2019). Information Technology Control and Audit, Fifth Edition, CRC Press. 

b) Sandra Senft, Frederick Gallegos and Aleksandra Davis. (2012). Information Technology Control and 

Audit. 

c) Hingarh, V., & Ahmed, A. (2013). Understanding and conducting information systems auditing. John 

Wiley & Sons. 

 

Recommended References 

a) Gregg, M., & Johnson, R. (2017). Certified Information Systems Auditor (CISA) Cert Guide. Pearson. 

b) Ron A. Weber, R.A. & Jamieson, R., (2009). Information Systems Control and Audit. Pearson  

c) ISACA Journal. 

 

Why you need to consider a career in IT/IS Auditing 

IT/IS auditing involves: People, Technology, Operations and Systems. It is a dynamic and challenging 

profession with a future that brings growth into new areas such as IT Security and Computer Forensics.  

IT/IS auditors interact with Managers, Users, and ICT from all areas of most organizations. IT/IS auditing 

is a relatively new profession with employment opportunities are present in all sectors. IT/IS audit has a 

common body of knowledge, certification, continuing education, professional associations and ethical 

standards and educational curriculum. 

 

Feedback from Alumni 

“The course inspired me to go down the path of Cyber Security for my postgraduate 
studies and I am currently a Cyber Risk Consultant for Deloitte based in London”, 
AM, Class of 2016. 
 
“The course looked easy from a glance but required quite a level of detail. I still 
remember the research and reports we had to do in groups. I didn't know how 
helpful they would be as now I have to do quite a lot of those in my regular job 
daily”, SN, Class of 2016, Save the Children International, Nairobi. 
 
“I am now building AI products on Azure and make use of knowledge learned from 
the course”, BK, Class of 2016, Product Management at Microsoft, US. 
 
“Always making use of the knowledge and skills”, FM, Class of 2016, Dynamics 
NAV Developer 
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