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Introduction 
The development of Information and Communication Technology (ICT) has had major impacts 
on the banking sector. New trends in the provision of services by banks and other players in the 
sector have evolved ever since the onset of Internet technology and mobile phone services. 
This led to the emergence of electronic banking (e-banking) in which banks offer their products 
and services through electronic means which are faster, more convenient and cheaper.1 This 
can be attributed to the fact that it is not necessary for the customer to visit the physical 
premises of the banks before they can access these services and products. It therefore 
effectively replaced the brick and mortar form of banking.2  
 
The continued technological innovation and competition among existing banking institutions and 
non-banking financial institutions has necessitated the provision of a myriad of banking products 
and services. These products have been made accessible to consumers through an electronic 
distribution channel collectively referred to as e-banking. As such, it has ensured both the 
banking institutions and the non-bank institutions offer a wide range of banking services and 
products conveniently and expeditiously.  
 
However, the sporadic development of e-banking possibilities carries with it as many risks as 
benefits. These risks have to be recognized, addressed and managed by banking institutions in 
a prudent manner according to the fundamental characteristics and challenges of e-banking 
services.3 Due to the risks posed by inadequate regulation such as operational risks, security 
risks, reputational risks among others, an examination of the regulation of the sector is 
absolutely necessary. 
 
What is Electronic Banking? 
E-banking is a form of branchless banking.4 Generally, it is defined as the automated delivery of 
banking products and services, new and traditional, directly to customers through electronic and 
interactive channels. This has been made possible through the developments that have enabled 
financial institutions, businesses and individuals to access accounts, transact business and also 
obtain information on financial products through a public or private network.5 
 
The Finance and Investment Terms Dictionary6 defines e-banking as a form of banking where 
funds are transferred through an exchange of electronic signals between financial institutions, 
rather than an exchange of cash, cheques, or other negotiable instruments. 

                                                 
* The author is a lecturer of law at University of Nairobi School of Law. 
1 For more discussion on this advantage of e-banking, see Mehrdad Alipour, (2010), E-Banking in emerging economy; Empirical 
Evidence of Iran, p3, available at http://www.ccsenet.org/journal/index.php/ijef/article/viewFile/4957/4122, (last accessed on 27th 
September 2010). 
2 ibid, p. 4. 
3 Basel Committee on Banking supervision, Risk Management Principles for Electronic Banking, (2003), available at 
http://docs.google.com/viewer?a=v&q=cache:0kTtmhtEAJ4J:www.bis.org/publ/bcbs98.pdf+ebanking+risks&hl=en&gl=ke&pid=bl&sr
cid=ADGEESinWlzQTo00EXKVfPf9823TalBssTDJQVF_sKpmJpootPjJYOSgpfVPBgTJHF_5_TXIgPpPkheargWzP91xHZ8gLO2ue7
yWF3-SE_AbqjEAGPxdzDw6TRV-5gQB1DNhSC9lInD&sig=AHIEtbSk4HeeRMhGykWnKIfRYrAMoSdC_Q, (last accessed on 16th 
August 2010). 
4 Branchless banking is essentially the distribution channels used for delivering financial services without relying on bank branches. 
5 Federal Financial Institutions Examination Council (FFIEC), (2003), E-Banking; a Booklet, p1, available at; http://www.ffiec.gov/ 
ffiecinfobase/booklets/e_banking/ebanking_00_intro_def.html, (last accessed on 16th August, 2010). 
6The Finance and Investment Terms Dictionary, available at:http://www.allbusiness.com/glossaries/electronic-banking/4953676-
1.html, (last accessed 24th August 2010). 
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Isaac Awuondo gives it the meaning of being an umbrella term for the process by which a 
customer performs banking transactions without visiting a mortar or brick building.7 He further 
explains that it is the use of electronic means to deliver banking services mainly through the 
Internet. He also points out that the term may be used to refer to automated teller machines 
(ATMs), telephone banking, use of plastic money, mobile phone banking and the electronic 
money transfer.8  
 
Kethi D. Kilonzo9 concedes that there is no universally accepted legal definition of e-banking. 
Her paper only points out the fact that e-banking and Internet banking are different. It generally 
observes that the Internet is not regulated since it operates twenty-four hours a day, can be 
instantly accessed, is inexpensive and contains information that is downloadable for future 
reference.10 
 
In conclusion thus, e-banking may be defined as the delivery of banking services through 
electronic means and includes products such as Short Message Service (SMS) banking, 
Automated Teller Machines (ATMs), anywhere banking software’s, electronic clearing systems, 
direct debit and mobile banking. Other nnoticeable forms of e-banking include; electronic funds 
transfer, POS banking (credit and debit cards), self service (personal computer banking), 
Interactive TV, Intranet and e-cheques. 
 
Electronic Banking in Kenya 
The Kenyan banking industry has been expanding branch networking amid the introduction of 
branchless banking system,11 within the e-banking framework. Despite this small growth, the 
report still notes that many Kenyans are left un-banked throughout the country’s eight provinces, 
as banks have customer bases concentrating in major cities. The slow growth of Branches can 
be attributed to the rapid rise of alternatives, which include electronic financial product through 
mobile phones and Personal computers.12 
 
Kenyan banks have exponentially embraced the use of information and communication 
technologies in their service provision. They have invested huge amounts of money in 
implementing the self and virtual banking services with the objective of improving the quality of 
customer service.  
 
Some of the ICT-based products and services in use in the Kenyan market include Short 
Message Service (SMS) banking, Automated Teller Machines (ATMs), anywhere banking 
software’s, electronic clearing systems, direct debit and mobile banking. Other nnoticeable 
forms of e-banking include; electronic funds transfer, POS banking (credit and debit cards), self 
service (personal computer banking), Interactive TV, Intranet and e-cheques. In mid 2005, 
Kenya’s banking Industry moved a milestone by introducing Real Time Gross and Settlement 

                                                 
7 Isaac Awuondo; E-banking in Kenya: Practical Lessons to be Drawn, Strathmore University, Seminar Paper, Nairobi. 9th 
September 2006, available at: http://webcache.googleusercontent.com/search?q=cache:z79Yv98yH5UJ:www.strathmore.edu/pdf/ 
ict06/ebanking_in_kenya.ppt+forms+of+e-banking&cd=1&, (last accessed on 24th August 2010). 
8ibid. 
9 Kethi D. Kilonzo, “An Analysis of the Legal Challenges Posed by Electronic Banking”, p. 337; available at http://www.kenyalaw.org/ 
Downloads_Other/kilonzo_electronic_banking.pdf, (last accessed on 16th August 2010). 
10ibid at p. 324. 
11 The annual reports of CBK clearly indicate that, branch network has been slowly expanding. since 2002. By the end of December 
2006, Kenya had a total branch network of 575, as compared to 486 branches in the period ended December 2002.Further it is 
indicated that Nairobi province has a large number of branch network while North Eastern province has never added any branch 
since the year 2000. It has maintained 4 branches in the whole province. 
12 Banks find e-banking a cheaper model of attracting and retaining many customers, thus prefer this than expanding branch 
networks. 
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system (RTGS) which was renamed Kenya Electronic Payment and Settlement System 
(KEPSS). This has facilitated the inter-bank financial data transfer.  
 
The development of e-banking services has decongested banking halls and reduced the 
incidences of long queues in banking halls. Digital–based financial services have made a 
significant contribution in covering the cost of offering financial services.13 In addition, customers 
have, over time, increased demands that they be given value for their hard-earned deposits. 
This has created urgent need for banks to improve in differentiating banking products, increased 
choices, security and accessibility. The ability of financial Institution to deliver products and 
services in the most efficient and effective manner, has therefore grown to be the key factor 
determining performance and relevance in the banking industry.14 
 
In Kenya, majority of banks have introduced internet banking, mobile banking and other e-
banking facilities, to enhance delivery channels to their customers. While Internet banking is fast 
and convenient mode of conducting banking transactions, this is yet to gain acceptance among 
banking consumers, due to fears of apprehension in this mode of banking.  
 
The major indicator of e-banking is ATM banking. According to a recent survey, the Kenyan 
banking sector has expanded exponentially in terms of access to ATM’s.15 A part from individual 
bank ATMs, Kenyan Banks who are members of two organizations, which provide e-banking 
outsourcing partnership, will access up to 272 ATMs. The two organizations include, Pesapoint 
limited and Kenya switch (Kenswitch). Customers of Banks which are members of Pesapoint 
can access 120 Pesapoint ATMs16 and those banks which are members of Kenya switch can 
access 152 ATMs.17 Banks who are members of both thus have their customers access to a 
minimum of 272 ATMs. 
 
Among the innovative banks is Kenya is Equity Bank which had more ATMs (550) as at January 
2012.18 Research reveals that the dominant banking service operators; Equity, KCB, Co-
operative, Barclays, Standard Chartered, PesaPoint and Kenswitch together account for 81% of 
the ATMs deployed in Kenya.19 All information and communication technology developments 
may be attributed to the realization of the advantages of technology integration in the banking 
industry. 
 
Like many other developing countries, e-banking in Kenya is at its nascent stages. Despite the 
fact that many banks have embraced e-banking many customers are yet to fully adopt usage of 
the e-banking platforms. The slow adoption of e-banking by customers has been attributed to 
impaired non-availability of infrastructure and legislation to support e-banking.20 
 

                                                 
13 Richard Nyangosi, E-Banking: An Integration Technology in Kenya, p. 2, available at http://www.africanexecutive.com/modules/ 
magazine/articles.php?article=3296, (last accessed on 13th October 2010). 
14 ibid, p. 3. 
15 The survey conducted by financial sector deepening Kenya in association with Central Bank of Kenya indicated that Kenya had a 
total number of 968 by the end of December 2007. Further, indication was that, an increase of 31.3 percent from 2006 was 
experienced, when the industry had 737 ATMs. 
16 Pesa Point website, http://www.pesapoint.co.ke/information.asp?cntid=41, (last accessed on 13th October 2010). 
17 Kenswitch website http://www.kenswitch.com/partners.html (last accessed on 13th October 2010). Kenswitch in total has has 762 
ATMs spread across Kenya, Uganda, Tanzania and South Sudan, with numbers expected to cross the 1,000 mark in 2012. 
18 http://www.equitybank.co.ke/branch.php, (last accessed 22nd March 2012). 
19 Financial Sector Deepening (FSD) Kenya (2007), Kenya’s Payment Market: Identifying an Enabling Environment for Government 
to Person Transfers through the Banking Sector, p6, available at: http://www.fsdkenya.org/pdf_documents/opportunities/G2P_ 
Report_Final.pdf, (last accesed 13th October 2010). 
20 Lack of legislation support is the major emphasis of this study and is discussed in detail in chapter two. 
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Regulatory Challenges Facing E-banking 
The Electronic Banking Group examined this issue and had the following as the challenges 
facing internet-banking management.21 First is the unprecedented speed of change relating to 
technological and customer service innovation in the wider e-banking sector. The group credits 
this to the competitive pressure on banks to roll out new business applications in compressed 
time frames. This therefore results in the management being incapable to ensure the conduct of 
strategic assessment, risk analysis and security reviews prior to the implementation of new e-
banking applications. 
 
Second, because e-banking increases dependence on information technology, there have been 
increased technical complexities of operational and security issues leading to the formation of 
alliances between banks and third-parties such as Internet service providers who are 
unregulated. 
 
Finally, the Internet is ubiquitous and global in nature.  Being an open network it is accessible 
from anywhere in the world by unknown parties, with routing of messages through unknown 
locations and via fast evolving wireless devices. Therefore, it significantly magnifies the 
importance of security controls, customer authentication techniques, data protection, audit trail 
procedures, and customer privacy standards. 
 
The Basel Committee22 recognizes that the unprecedented speed of change related to 
technological and customer service innovation poses a regulatory challenge. The ubiquitous 
and global nature of open electronic networks while not creating inherently new risks, increases 
and modifies some of the traditional risks associated with banking activities. In particular 
strategic, operational, legal and reputational risks are expanded, thereby influencing the overall 
risk profile of the banking sector. 
 
Regulation of Electronic Banking in Kenya 
In Kenya, the legal and regulatory framework regulating banking, payment systems, and 
telecommunications has not been optimal for the development or long-term growth of e-banking 
models.23 The exponential technological development in banking sector in Kenya was not 
consonant with enactment of legislation specifically governing the new forms e-banking thus 
leading to the exposure of the banking sector to the risks associated with un-regulated or under-
regulated banking. Enactment of new legislation and amendment to the existing ones as a way 
of regulating e-banking was not effective due to the snail speed of the process.24 This is mainly 
because of technicalities of procedure, on one hand, and the unprecedented fast technological 
development in the sector, on the other hand. Some forms of e-banking, for example e-money 
remained totally un-regulated for a long time. 
 
In the absence of a payment system law, CBK’s Payment Systems Division had the authority to 
ask for information from nonbank payment service providers, but it did not have the power to 

                                                 
21 For more detailed discussion, see Bank of International Settlements (BIS), Electronic Banking Group Initiatives and White Papers 
(2000), available at http://www.bis.org, (last accessed on 16th August 2010). 
22 The Basel Committee on Banking Supervision provides a forum for regular cooperation on banking supervisory matters. Its 
objective is to enhance understanding of key supervisory issues and improve the quality of banking supervision worldwide. It seeks 
to do so by exchanging information on national supervisory issues, approaches and techniques, with a view to promoting common 
understanding. At times, the Committee uses this common understanding to develop guidelines and supervisory standards in areas 
where they are considered desirable. In this regard, the Committee is best known for its international standards on capital adequacy; 
the Core Principles for Effective Banking Supervision; and the Concordat on cross-border banking supervision. 
23The Consultative Group to Assist the Poor (CGAP) (2010), Update on the Regulation of E-banking in Kenya; p8, available at 
http://www.cgap.org/gm/document-1.9.42400/Updated_Notes_On_Regulating_Branchless_Banking_Kenya.pdf, (last accessed 15th 
August 2010). 
24 Refer to the critique of Kethi Kionzo’s proposal for legislative amendments, supra note 9. 

http://www.bis.org/
http://www.cgap.org/gm/document-1.9.42400/Updated_Notes_On_Regulating_Branchless_Banking_Kenya.pdf


inspect them.25 CBK’s previous approach depended on whether the activities involved in e-
money issuance fell under the definition of banking business in the Banking Act or deposit 
taking microfinance business in the Microfinance Act. A nonbank issuer would therefore avoid 
falling under the definition of banking business by not lending, investing, or otherwise placing at 
the risk of such non-bank institution the funds mobilized.26 This left the customers exposed to 
grave danger.  Banks would also develop clausal terms and conditions to govern grey areas in 
the relationship between bank and customer in respect to electronic bank transfer. Such clauses 
would exempt the bank from liability from any fraud, error or malfunctions in the electronic 
payment systems.27  
 
The regulatory approach in place then in the banking sector was entirely rule-based, as per the 
Banking Act and Central Bank of Kenya Act. It consisted of legislation and detailed prescriptive 
rules to be followed by players, without leaving any room for maneuvering by players 
themselves. The rule-based approach had to be reconsidered due to its incapacity to regulate 
the emerging trends in the sector.  
 
It was therefore necessary that a more appropriate regulatory system outside the rule based 
regulatory system be formulated and adopted for the adequate regulation of the sector. A 
principle-based regulatory system offered the best solution due to its adaptability to future 
developments in the sector, the wide plane for formulation of rules by individual firms with 
respect to their internal structure and the almost in toto coverage of the aspects of the sector. 
 
To help regulate e-banking, the Central Bank realized the futility of the previous rule-based 
regulatory approach and promulgated several principles, in exercise of the powers given to it by 
the Banking Act and the Central Bank Act. These were in the form of regulations and guidelines, 
shifting regulatory approach to Principle based rather than a rule based.  
 
For instance, in November 2009 Parliament amended the Banking Act to include provisions 
requiring financial institutions use of agents to provide banking services.28 The Central Bank 
responded by promulgating guidelines on agency banking so as to operationalise the 
amendment. Similarly on realizing the legal vacuum in regulation of e-money, the CBK in 
September 2010, developed the Electronic Retail Transfers Regulations and Electronic Money 
Issuers Regulations which were launched in February 2011. These regulations are also a 
departure from the previous emphasis on rule based approach to regulation, indicating a leaning 
towards principle based regulation. 
 
Major breakthrough towards principle based regulation was made in November 23, 2011 when 
the National Payment System Bill,29 was passed into law by parliament. The President assented 
to the National Payment Systems Act 2011, on 2nd December 2011.30   
 
Despite the above gains, some of the existing banking laws, and especially cheque laws, are 
too inflexible and therefore call for a fundamental reconsideration of the model of legal 
regulation in the widespread electronic banking sector. 
 

                                                 
25 For more information, see CGAP Supra note 1, p. 8. 
26 Ibid p. 6. 
27 Kethi D. Kilonzo, supra, note 9, p. 340. She however argues against an overhaul of the existing regulatory system and instead 
proposes a “discreet changes” to address “specific issues” in internet banking. 
28See Finance Bill, 2009, Section 52. 
29 The National Payment System Bill entered the parliamentary process in 2010. 
30 State House Kenya (2011), President Kibaki assents to five Bills, available at: http://www.statehousekenya.go.ke/news/ 
dec2011/2011021202.htm, (last accessed 22nd March, 2012). 
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Principle-based Regulation 
With regard to principle-based regulation, there has been a comprehensive literature on the 
subject especially in the United Kingdom (UK), which is ongoing. The concept in the UK is still in 
its formative stages but has already generated much literature in form circulars, papers from the 
Financial Services Authority (FSA) and articles from professional bodies and experts in the area.  
 
Ronald Gould31 describes the principle-based regulation as firms managing conflicts of interest, 
both between itself and its customers and between a customer and another customer. This is to 
ask the senior management of firms to adhere to a group of principles but not giving them 
prescriptive advice on how to do the same as they know their business better than anyone 
else.32 
 
The FSA published a report33 defining principle-based regulation as placing greater reliance on 
principles and outcome focused, high-level rules as a means to drive at the regulatory aims to 
be achieved and less reliance on the prescriptive rules. The paper goes ahead to give a ten 
point summary on the subject. It states, inter alia, that this approach will sustain the current 
rigorous regulatory environment for the UK financial services but with a better and more 
effective outcome. It further states that the approach is enshrined on outcome focused rules 
rather than prescriptive ones. Flexibility on the part of firms in how they deliver the outcomes is 
underscored as the other benefit of this type of approach.  
 
Herbert Smith34 deals with the subject in detail. Smith defines principle-based regulation as 
moving away from reliance on detailed prescriptive rules and relying more on high level 
“principles” to set the standards by which the regulated firms should conduct business. He 
suggests two elements of this approach: broad based regulations and outcome based 
regulations. He also observes that this approach will enhance compliance because it embraces 
dialogue. This study will go further to propose the principles to be applied to e-banking in Kenya. 
 
 
The study therefore proposes a principle-based approach. In relation to e-banking in Kenya, 
principle based approach is the formulation by the regulator-the Central Bank of Kenya- of a few 
principles that will govern the sector. The regulator is then to ensure that these principles are 
not violated. This approach is more adequate because it will ensure that almost all aspects if not 
all aspects of e-banking are regulated. Principle-based regulation ensures a large plane easily 
adaptable to future unforeseeable developments in the sector. 
 

                                                 
31 Ronald Gould conference paper (2007), Financial Regulation; Flattering Misconceptions, AEI, available at www.aei.org/ 
event1483/, (last accessed 20th September 2010). 
32 ibid, p. 3. 
33 Financial Services Authority (FSA), (2007), Principle Based Regulation: Focusing on Outcomes That Matter, available at 
www.fsa.gov.uk/pubs/other/principles.pdf, (last accessed 20th September 2010). 
34 Herbert Smith, (2007), Principle Based Regulation: In Principle and in Practice, available at http://www.herbertsmith.com/NR/ 
rdonlyres/1EA2E1A0-B64C-4F20-8719-7DA072C0AE28/3731/5924PBRBrochureD3.pdf, (last accessed 10th October 2010). 
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Extent to which the Existing Legal Framework is Principle Based 
The Guideline on Agent Banking 2010 adopts a principle based approach to regulation of 
agency banking. Banks must first apply to central bank of Kenya to get approval to conduct their 
business through agents.35 As a prerequisite to approval, the board of directors of each banking 
institution interested in agency banking should make policies guidelines and procedures to be 
followed to ensure that; the agents it recruits are credible, risk identification and mitigation 
measures are in place and agents are audited on an ongoing basis to ensure that the agents 
follow the guidelines from Central Bank, their contracts and the banking policy.36 Again the 
burden of creating specific rules for daily operations have been transferred from the CBK to the 
banking institutions themselves, a characteristic of principle based regulation. 
 
The license to specific agents to engage in agency banking is given by the CBK but the 
application should be through the banks that sponsor them.37 The sponsoring banks are 
empowered to vet the agents for suitability.38 That shifts the burden of vetting the agents to the 
sponsoring commercial banks, not the regulator. Similarly, the banking institutions are 
empowered to terminate the agency contract and inform the general public by posting the most 
appropriate notice around the premises or vicinity of the agent.39 That shows that the banking 
institutions have powers to even discipline the agents through cancellation of their contracts, 
basing their action on rules they have developed. This is a departure from rule based regulatory 
approaches where the regulator would be the only one allowed to take such steps as per its 
own rules that it has set. 
 
The Electronic Retail Transfers Regulations and Electronic Money Issuers Regulations have 
also adopted a leaning towards principle based regulation. The major role of the regulator i.e. 
CBK is to approve and grants licenses to the issuers.40 However, the regulations place the 
burden of developing operation specific rules on the issuers themselves. The issuers are to 
ensure that their systems maintain accurate records of the customers. The issuers and their 
agents must also comply with the provisions of the Proceeds of Crime and Anti-money 
Laundering Act.  
 
In addition, the issuer should enter into a contract with its customers identifying the issuer 
providing the service. The issuer is also allowed to appoint agents and he must then put in place 
mechanisms to regulate them. The issuer must inform the Regulator of its intention to appoint 
agents and in particular the procedure for recruiting the agents, their proposed locations, 
policies governing the agents including anti-money laundering controls, security measures to be 
adopted by the agents and training of the agents. The role of agent appointment and regulation 
is thus left to issuers with CBK playing a simple oversight role. 
 
The issuer is obliged to establish a customer care system to deal with customer complaints from 
customers. Customers may file complaints which must be addressed within sixty days. 
Moreover, the issuer is liable to the customers for any acts of the agents which have been 
performed within the scope of the agency agreement.41  
 
Finally, the National Payments System Act, 2011 develops general principles leaving room for 
more specific rules and regulations to the players in the industry themselves. This is a 

                                                 
35 Guideline 2.2 
36 Guideline 1.8.1 
37 Guideline 2.6 
38 Guideline 3.1 
39 Guideline 4.6.2 
40 Clause 5 
41 Clause 9.9 



characteristic only found in principle based regulation. Once CBK designates a platform as a 
national payment system, the propriety will formulate a constitution and rules that will guide its 
operations and be used as basis in its supervisory actions.42 The guidelines will be open to 
public scrutiny43 and cannot be changed without the approval of the Central Bank.44 The Act is 
thus leaving rule formation to the proprietors themselves with CBK’s role being mere approval, a 
departure from the rule based approach where the CBK would set the rules to be followed with 
the issuer’s role being only to implement.  
 
The Central Bank is left with the minimal roles of issuing directives to issuers regarding a 
payment system or a payment instrument45 and conducting audits and inspections both on the 
payment system or an issuer of a payment instrument.46 The Service and network providers will 
incur the costs of compliance that includes risk management, regular reporting, hiring of 
qualified personnel and upgrading of ICT systems. This shows a shifting of heavy regulatory 
burden to the players themselves, a characteristic of principle regulatory models. The Act thus 
establishes a principle based system of regulation that will enhance services, hold operators to 
account and increase consumer confidence. 

 
Justification for Principle-based Regulatory System 
The adoption of a principle based regulatory approach is most appropriate for the regulation of 
e-banking due to the following reasons. First, principle based regulation will ensure that almost 
all aspects if not all aspects of e-banking are regulated. This is so because it is relatively easy 
and expeditious for the financial regulator to develop principles that will provide redress for the 
major risks that are associated with inadequate regulation of the e-banking sector. This is not so 
in the case of legislation which before passage and implementation a considerable time would 
have passed. The passing of the same is also not guaranteed.47 
 
Second, principle based regulation provides for a large plane easily adaptable to future 
unforeseeable developments in the sector. On the other hand, a rule-based regulation is not as 
adaptable to unforeseeable developments, which were not anticipated with the passage of the 
legislation. This is attributed to the formalities before the passage of amendment bills and new 
Acts of Parliament. 
 
Third, e-banking services offered are not necessarily similar among the institutions offering the 
same. It is therefore prudent to allow the management of those institutions to formulate rules 
that are peculiar to them as far as the nature if the e-banking services offered are concerned 
provided they are within the ambits of the principles governing the sector. 
 
Fourth, setting detailed risk management requirements in the area of e-banking might be 
counter-productive.48 Such requirements are soon rendered obsolete due to the speed of 
change related to technological and customer service innovation in relation to e-banking. 
Instead, regulatory bodies should develop principles. These principles should not attempt to set 
specific technical solutions or standards relating to e-banking since technical solutions are to be 
addressed by institutions and standard-setting bodies as technology evolves. 

                                                 
42 Section 3 of the Act 
43 Section 5 of the Act 
44 Section 4 of the Act 
45 Section 22 of the Act 
46 Section 23 of the Act 
47 For more detailed discussion on advantages of principle based regulation, see Financial Services Authority (FSA) (2007), 
Principle Based Regulation: Focusing on the Outcomes that Matter; p6, available at http://www.fsa.gov.uk/pubs/other/principles.pdf, 
(last accessed 13th October 2010). 
48 See Basel Committee report 

http://www.fsa.gov.uk/pubs/other/principles.pdf


 
In addition, the consumers will benefit more because a principle-based approach fosters a more 
innovative and competitive financial services industry.49 Prescriptive rules are unable to prevent 
misconduct since they soon become a burden, both to the regulator itself and the industry 
resources. They then evolve into fetters and clogs to innovativeness and competitiveness. 
 
Finally, the adoption of a principle-based approach will have two major effects, which are firm 
based: handling of the new responsibilities and adapting to a new regulator approach. This 
would then mean that firms would have the discretion of making internal rules and ensuring that 
in exercising these rules they do not violate the principles established by the Regulators. This 
responsibility lies with the superior management of the firms. The adaptation relates to the 
generality of the principles due to the unspecified and unacknowledged factors such as the 
general cultural climate, reputation of the firm and industry, consumer focused media 
programme and other external pressures. This will shift the spotlight to the management of firms 
and players in e-banking. 
 
 
Conclusion 
Electronic banking is fast becoming popular in the banking industry because transactions can 
be carried out faster and in a safe and secure manner. Furthermore, advanced technologies 
provide banks with valuable help because traditional legacy systems have hindered the prompt 
delivery of banking services and the integration of customer information.  
 
The previous regulatory system was fundamentally rule-based and not adequate to regulate 
electronic banking. The regulatory mechanism governing the sector was essentially prescriptive, 
characterized by Acts of Parliament that were supposed to cover all the aspects of the sector. 
The current principle-based regulatory approach, in contrast, insists on a regulatory approach 
that will provide for a few but broad principles that will govern the sector. The regulator has the 
responsibility to formulate these principles while the management of the institutions offering 
these services is charged with the responsibility of developing regulations and guidelines aimed 
at ensuring that the principles are complied with. 
 
The shift in regulatory approach through the adoption of a principle-based regulatory system is 
thus welcome, as it shall effectively cover all the major aspects of e-banking sector. This 
adoption will facilitate smooth adoption and uptake of e-banking in Kenya. 
 

                                                 
49 FSA report, supra, note 47. 


